Liquid Learning Workshop Series

Managing Qo0
Emerging
Threats In e

SCADA Security
Workshop 2012

A Proactive Approach for Security Managers and
Specialists to Review Tools, Best Practices and . -
Prevention Measures to Safeguard Ciritical Infrastructure 29 & 23 Mav 2012
Systems from New SCADA Security Risks y

Sydney

Liquid Learning is delighted to present this TWO-DAY WORKSHOP
that provides an in-depth and interactive learning experience. This
practical Workshop will provide hands on tools and a step-by-step
guide to help you solve day to day challenges. By attending this
Workshop you will:

e Recognise threat vectors to analyse and assess vulnerabilities
and identify improvements for existing SCADA security

rehfecture EARLY BIRD DISCOUNTS

e Conduct research to identify emerging SCADA security threats to A\/A| LAB |_E
all aspects of business - people, technology, process and legal

Book & Pay by 12 February 2012 to

* Provide governance and control to develop procedures and receive additional Super Saver Discount!
select tools to monitor SCADA vulnerabilities and security events

e Develop a framework for conducting regular SCADA vulnerability
assessments

Phone: +61 2 9437 1311
Fax: +61 2 9437 1093

e Ensure business continuity - designing SCADA network for WWW.quuidleaming.com.au

security

e Design SCADA threat models based on business objectives,
qualitative and quantitative metrics and support from business
partners

WORKSHOP LEADER

Phil Kernick BEng, BSc(Hons), CISSP
Chief Technology Officer
CQR Consulting

e Publish vulnerability metrics, evaluate existing SCADA devices
and proposed technology platforms

e Be proactive - develop alliances and strategies to address future
SCADA threats and vulnerabilities
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WORKSHOP BACKGROUND

SCADA cyber security management enables an organisation to
manage emerging risks associated with their SCADA networks.
Attacks via the web are becoming common place as hackers
become more innovative in their approach.

“Stuxnet is the first worm of its type capable of attacking critical
infrastructure like power stations and electricity grids: those in the
know have been expecting it for years. On 26 September 2011,
Iran’s state news agency reported that computers at its Bushehr
nuclear power plant had been infected.

The Stuxnet worm is different. It is the first piece of malware so far
able to break into the types of computer that control machinery

at the heart of industry, allowing an attacker to assume control

of critical systems like pumps, motors, alarms and valves in an
industrial plant” (Symantec - W32.Stuxnet Dossier).

There is already a new worm DUQU similar to STUXNET but
designed to gather intelligence for future attacks on industrial
control systems.”

To safeguard critical infrastructure, SCADA cyber security managers
and specialists need to acknowledge, rethink and take a proactive
approach to prevention.

Australian Public and Private sectors require the knowledge, skills,
assurance and capabilities to address existing and new SCADA
security threats.

This workshop will review joint strategies, agreements and activities
to plan manage and respond to future threats. Specific tools, best
practices and preventive measures will include ...

e |nformation sharing and alliances
e Risk analysis

e |nfrastructure resilience

e SCADA function qualification

e Intrusion detection systems

e Network audit and survey

e Self assessments and backups
e Disaster recovery

This workshop will review joint strategies, agreements and activities
to plan manage and respond to future threats. Specific tools, best
practices and preventive measures will include ...

WORKSHOP DELIVERY

This course is divided into a series of modules over two days. Each
module incorporates theory and discussion, and an opportunity for
practical application.

The Workshop is supported with a structured set of handouts

on the core topics. Workshop participants’ specific needs and
expectations will be assessed prior to the Workshop to ensure the
facilitator can tailor the content accordingly.

Receive $150 of registration if you
register and pay by 20 April 2012

INTRODUCING YOUR EXPERT
FACILITATOR

Phil Kernick BEng, BSc(Hons), CISSP
Chief Technology Officer
CQR Consulting

S

Phil is the Chief Technology Officer and co-founder of CQR Consulting
Pty Ltd, the largest independent information security consultancy in
Australia.

Phil has 22 years of experience in information security and technology.
He has focussed on information security for the past 14 years. Phil
has specialised in the areas of technical information security, critical
infrastructure and IT Forensics.

Phil has an extensive knowledge and experience of the financial, utility,
and defence market segments where he has conducted numerous
security and application reviews, developed security audit programmes,
and assisted clients to maximise the value of their information assets
though effective security strategy and architecture.

WHO WILL ATTEND

Delegates from both Public and Private Sectors that manage /
control extensive critical SCADA devices and networks in roles
spanning:

e SCADA System Security

e Systems / Network Security
e Security Architects

¢ Infrastructure Protection

¢ Risk Management

e Cyber Security Operations
e (Cyber Security Assurance




Day One
22 May 2012

. Recognise threat vectors to analyse, assess
vulnerabilities and identify improvements for
existing SCADA security architecture

Determine degrees of variance on SCADA cyber security
threats

Analyse the changing vulnerability paradigm

Develop vulnerability scenarios / graphs to find possible
malicious patterns

Identify SCADA improvements across industry ... what are
your counterparts doing?

2. Conduct research to identify emerging SCADA
security threats to all aspects of business ...
people, technology, process and legal

Conducting / retrieving relevant and credible research at the
industry level

Review organisation business metrics and objectives
Align with global Computer Security Incident Response
Teams

Using boundary scanning to identify leaks
3. Provide governance and control to develop

procedures and select tools to monitor SCADA
vulnerabilities and security events

Identify improvements for the SCADA information security
architecture

Set up governance, risk, control and audit processes

Seek guidance and advice from Government (TISN) Trusted
Information Sharing Network for Critical Infrastructure
Protection

How risk management and governance work best together

4. Develop a framework for conducting regular
SCADA vulnerability assessments

Appropriate security settings to for a SCADA network

What should an effective SCADA network review checklist
look like?

Managing risk through committees or line management

Case study: “Assessing SCADA security risk in XYZ
organisation”

Action plan: EOD take-aways and priority action

WORKSHOP SCHEDULE

Day Two
23 May 2012

. Design SCADA networks for security

Where is “best in class” SCADA protection?
SCADA security by design, default and deployment

Review security features provided by device and system
vendors

Demonstrating risks and impact on business as leverage for
good management

. Design SCADA threat models based on business
objectives, qualitative and quantitative metrics
and support from business partners

Differentiate Business Impact Analysis and Risk (severity,
occurrence and detection)

SCADA Business Continuity and Disaster Recovery

What happens when SCADA and information management
is “lost” ... backup and recovery!

Understand how Public and Private sectors collaborate on
business threats and metrics?

. Publish vulnerability metrics, evaluate existing
SCADA devices and proposed technology
platforms

Review benefits for SCADA Security involvement in Smart
Grids

Determine consequences of keeping the SCADA network
completely separate

What questions should you ask your CIO to ensure that your
SCADA security is robust?

Realising governance is not an end in itself

. Develop alliances and strategies to address future
SCADA threats and vulnerabilities

Reference Australian Government (CERT) Computer
Emergency Readiness Team

Performance and conformance - What balance?
Working effectively across organisational boundaries

Case study: “Testing SCADA security risk scenarios in XYZ
organisation”

Action plan: SCADA Audit and Process initiatives

e 8.30-9.00 Registration e 11.00-12.30 Session e 3.00-3.20 Afternoon Tea
e 900-10.40  Session e 12.30-1.30  Lunch e 3.20-5.00 Session
e 10.40-11.00 Morning Tea e 1.30-3.00 Session e 5.00 Close of Workshop
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Receive $300 off registration if you
book and pay by 12 February 2012

Receive $150 off registration if you
book and pay by 20 April 2012
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Registration Policy

If you are unable to attend this event, you may send a substitute delegate in your place at no additional cost. Please
advise us of any substitutions as soon as possible. Alternatively, you may transfer your registration to another event run
by Liquid Learning Group Pty Ltd. A 10% service fee may apply. Should you wish to cancel your registration, please notify
us in writing as soon as possible and a credit note will be issued valid for use towards any future event held by Liquid
Learning Group Pty Ltd in the twelve months following date of issuance. Cancellation notifications received less than 14
days from the event running will receive a credit note to the value of the registration fee less a service fee of $400 plus
GST. Liquid Learning Group Pty Ltd does not provide refunds for cancellation. The prices above are based on one person
per registration. It is not possible for multiple people to attend within any day of the event on a single registration. Split
tickets, i.e. a different person attending each day of the event, can be arranged. A fee will apply. Please call us for details.

Liquid Learning Group Pty Ltd takes all care to produce high quality events that deliver as promised. All advertised
details are correct at time of publishing. However, when circumstances beyond our control prevail, we reserve the right to
change program content, facilitators or venues. We also reserve the right to cancel or reschedule events if circumstances
arise whereby performance of the event is no longer feasible, possible or legal. Liquid Learning Group Pty Ltd will not be
responsible for any loss or damage arising from any changes to or cancelling or rescheduling of an event. If an event is
cancelled or rescheduled, Liquid Learning Group Pty Ltd will make every effort to contact every registered delegate; if an
event is cancelled or you are unable to attend the rescheduled event you will be issued with a credit note valid for use
towards any future Liquid Learning Group Pty Ltd event held in the twelve months following date of issuance.

Disclaimer

Liquid Learning Group Pty Ltd has taken due care in selecting qualified professionals as its authors and course
facilitators. The information provided by course facilitators is not produced by Liquid Learning Group Pty Ltd and should
not be regarded as advice. Liquid Learning Group Pty Ltd accepts no responsibility for reliance on such information and
recommends that its clients seek further professional advice.

Privacy Statement

Liquid Learning Group Pty Ltd is committed to your privacy. All information collected on this registration will be held in
the strictest of confidence and in accordance with the Privacy Act 1988. Liquid Learning Group Pty Ltd will add your
information to a secure database. This will be used primarily to contact you for ongoing research, product development
and notice of future events and services offered by Liquid Learning Group Pty Ltd. Occasionally you may receive
information from organisations associated with Liquid Learning Group Pty Ltd. If you do not wish to receive such
information please tick this box: [_]

To update or have your details deleted please advise our Database team at Liquid Learning Group Pty Ltd,
Level 4, 619 Pacific Hwy, St Leonards NSW 2065, PH: +61 2 9437 1311, FX: +61 2 9437 1093,
email: database@liquidlearning.com.au
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